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Roadmap for Presentation

A Changes in the Landscape--New Rules of Engagement;
I Dedicated FCPA Enforcement Units
I SEC Cooperation Provisions
I Dodd Frank Whistleblower Incentives and Protections

A Practical Tips for Conducting the Investigation
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FCPA Enforcement: Still a High

Priority for DOJ and the SEC

AAR[T] he Department
the FCPA is aggressive and on the
ri se. : .this year
collected well over $1 billion
already [i1 n fines
Assistant Attorney General Lanny
A. Breuer, November 4, 2010.

A iThere will be a
more proactive approach to going
out and finding [FCPA
SEC Associate Director Cheryl
Scarboro.
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New Rules of Engagement. Dedicated

Resources for FCPA Enforcement

A Specialized nationwide SEC unit dedicated to FCPA
enforcement.

A DOJ hires additional Trial Attorneys to investigate and
prosecute FCPA violations.

A The FBI creates FCPA squad dedicated to investigating
FCPA violations.
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New Rules of Engagement. SEC

Cooperation Initiative for Individuals

Streamlined process for seeking immunity for cooperating
individuals.

Oral assurances: that Enforcement Staff does not anticipate
recommending enforcement action based on current evidence.

Cooperation Agreements: in which Staff agrees to recommend to
Commission credit for cooperation.

Deferred Prosecution Agreements: in which SEC agrees to forego
an enforcement action if individual cooperates and satisfies certain
conditions during period of deferred prosecution.

Non-Prosecution Agreements: in which SEC agrees not to pursue
an enforcement action in return for cooperation.

Baker Hostetler
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New Rules of Engagement: Dodd-Frank

Whistleblower Rewards

A Dodd-Frank creates significant monetary
Incentives for whistleblowers to report
securities law violations to the SEC.:

I SECifis hal | mopetary awards of 10% to 30% i
of monetary sanctions collected to whistleblowers: \\s -

Awho provide dAoriginal infols

A that leads to a successful enforcement action and a
recovery in excess of $1 million.

AfAnOriginal i nformationo means i1 nfor
the independent knowledge or analysis of the
whistleblower, which is not known to the SEC from
any other source unless the whistleblower is the
original source of the information, and is not
exclusively derived from other public proceedings.

Baker Hostetler
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New Rules of Engagement: Dodd-

Frank Whistleblower Protections

A Dodd-Frank creates enhanced protections for
whistleblowers who provide information to the SEC or
assist in any investigation or SEC action.

I No discharge, demotion, threat or harassment permitted.

A No filing with the DOL required.

A Significant remedies:
I Reinstatement
I twice back pay with interest
i litTtigation costs (including exp

Baker Hostetler
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New Rules of Engagement:

Accelerated Enforcement

A Practical Effects of the New Rules of Engagement

I Cooperators may significantly assist the SEC in accelerating pace of
investigations.

I Whistl ebl ower rewards and protectic
to the SEC.
A Rewards can be substantial.
A SEC has already established a $451 million fund to pay whistleblowers.

A Effect of Qui Tam incentives on False Claims Act prosecutions reflect the
power of monetary incentives to generate tips that lead to enforcement
actions.

I Significant risk that government may learn about allegations before the
company or very soon thereafter.

I In-house and outside counsel will have less time to assess the
allegations, and decide whether voluntary disclosure is appropriate.

I Wave of nAtipso wild/l I-nmedtdriaud a&legatianis byd 7
people with an axe to grind.

I Conducting effective and efficient internal FCPA investigations will be
even more critical now.

Baker Hostetler
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The Center of the Firestorm:
The Issues




Too oo o o

To To

Assess the Allegations

to Develop Action Plan

Seriousness of allegations?
Widespread or isolated to a particular area?
How high are the allegations likely to reach?
Source of allegations
I Anonymous?
I Whistleblower?
I Government Subpoena, Search Warrant or Inquiry?
Credibility of allegations?
Nature of compliance program?
I Robust? Regular audits? Due diligence procedures in place?
Company-wide training?
Constantly revisit question of is self-disclosure advisable?
I When?
Assure actions are swiftly taken to prevent any future foreseeable
Improper conduct.

Baker Hostetler
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Immediately Preserve Documents and

Electronic Records

A Recognize that the Government may later carefully
scrutinize preservation efforts

A Litigation hold letters

A Seek forensic expertise early

I Forensic expert can assure all areas of responsive records are
located and preserved
I Utilize a forensic firm you know and trust

A 1t is often much more expensive to correct errors after they are
made

A Evidence spoliation can have drastic consequences

A Consider a firm that has document review tools as well as forensic
capability

A International Data Privacy Issues

Baker Hostetler
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Structuring the Investigation

A The Government will expect an internal investigation to
be thorough, balanced and conducted in a manner to
discover the truth.

I An investigation that is viewed as a white-wash will do more
harm than good.

A ConS|derat|ons In structuring investigation:

Pervasiveness of alleged conduct?

How high within the company are allegations likely to reach?

Is there likely to be an advice of counsel defense issue?

Who will have credibility with the government investigators?

A Who are the key constituencies investigating: FBI, DOJ, USAO,
SEC?

Baker Hostetler
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Structuring the Investigation: Who Wil

Investigate? The Reporting Structure?

A Independent Counsel or Regular Outside Counsel?

I White collar partner of regular outside counsel:
A cost advantages and possible greater institutional knowledge of client
A if there is higher level involvement, there may be serious credibility issues

I Independent Counsel:
A less institutional knowledge
A higher cost
A advantage of independence

A Reporting Structure: must report to a credible, untainted decision
maker with sufficient authority:

Board of Directors? Audit Committee? Special Committee?
Compliance Officer?
General Counsel?

I
1
.
I Management?

Baker Hostetler
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Scope of the Investigation

A Initially defined by:
I nature of allegations received,

I contents of a subpoena informed by communications with the
Government

I or communications with the government in the case of an inquiry
that is not proceeded by a subpoena.

A If allegations point to failure of compliance program, consider
broadening the scope.

A Artificially narrow investigation can work against the company,
but cost also counsels against unnecessary overreaction,

A If self-disclosure will occur, consult with the government as
early as practicable to discuss scope.

Baker Hostetler
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Assemble the Team

A Computer forensic experts
A Forensic accounting experts
A Data privacy advisors

A Investigative resources

A Local international counsel

Baker Hostetler




International Data Privacy Issues

A Get qualified advice on relevant international data
privacy laws early.

AE.U. and other countriesdo d
significantly affect:

I Data collection
I Data use, and
I Cross-border transfer.
A Validity of consent varies by country.

A Government will work with you on data privacy issues,
but will not accept them as an excuse to not cooperate.

Baker Hostetler
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Maintain the Privilege

A Structure the investigation to maintain the privilege.

I Applicability of the attorney-client privilege to an internal
Investigation may turn on whether its principal purpose is to
provide legal advice.

I Consider extent of international recognition of applicability of the
attorney-client privilege to in-house counsel.

I Consider hiring consultants through law firm.
I Seek Rule 502 agreement.
I Upjohn warnings should be given.

I Recognize privilege issues when making disclosures to the
Government.

A Case law leans towards rejection of selective waiver doctrine.

Baker Hostetler
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Master the Facts

A Master the documents and records

I Including deleted documents and meta data retrieved
by forensic experts

A Formal in-person interviews of all key witnesses
I Document preliminary disclosures and warnings
I Prepare interview memoranda promptly

A Interviews of consultants and business partners
A Forensic accounting examination

Baker Hostetler
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Maintain Regular Communication with

the Government

A Regulators and prosecutors want facts as soon
as possible.

A A failure to communicate leads to
misunderstandings and erodes credibility.

A Assure that self disclosure is thorough and
accurate.

A Shareholders are entitled to accurate and timely
disclosure.

I Consult disclosure counsel.

Baker Hostetler
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Consider Early Remedial Measures

A DOJ Principles of Prosecution
A Criminal Sentencing Guidelines

ASECOs 21(a) Report or
Cooperation (Seaboard)

A Sarbanes-Oxley Requirements

A Consult with international counsel
concerning remediation issues for
International employees

Baker Hostetler




Contact Information

Jonathan R. Barr

Baker & Hostetler

1050 Connecticut Ave., NW, Suite 1100
Washington, D.C. 20036

(202) 861-1534
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Restructuring:
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The Future
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How To Handle FCPA Data




Multiple Trigger Points

S8 STROZ ERIEDBERG

for Data Management

Data Managementssues Are Much Broader and Integrate
eDiscovery, Compliance & Security

" TRIGGER POINTS 1

criminal misconduct, security breach, litigation, employee
complaints, ethics hotlines, receipt of a subpoena,
whistleblowers, competitors and customers,
shareholder demands, regulatory audits and inquiries,
responding to governmental investigations



Not Just Relevant for Litigation and

STROZ FRIEDBERG

Investigations

Also relevant/Rorminusions , &Aceountdekeeyers,
Malware, Phishing, Zombies)Malveltising . . . .
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During Investigation or Litigation 9

Need Unified, Holistic Approach

Legally Defensible Response Plan Combines People,
Processes and Technology

Failure to find all relevant evidence, preserve and
authenticate relevant ESI, meet deadlines, document
the process, to have a consistent workflow,
unintentionally altering evidence, spoliation
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First Step: Determine Investigative
Who, How & Scope
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Start with Data Hold ©803S STROZ FRIEDBERG
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Know Where Your Data is . . . 888 STROZ FRIEDBERG
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FCPA Keys to Success: ~7 Q0
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Powerful Data Organization/Collection

Old Definition of
oDocuments

As used In this
attachment,
NDocument
include: any
Information on
regular, carbon or
Xerox paper




