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Roadmap for Presentation

ÅChanges in the Landscape--New Rules of Engagement: 

ïDedicated FCPA Enforcement Units

ïSEC Cooperation Provisions

ïDodd Frank Whistleblower Incentives and Protections

Å Practical Tips for Conducting the Investigation
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FCPA Enforcement:  Still a High 

Priority for DOJ and the SEC

Å ñ[T]he Departmentôs enforcement of 
the FCPA is aggressive and on the 
rise. . .this year alone, weôve 
collected well over $1 billion 
already [in fines and penalties].ò  
Assistant Attorney General Lanny 
A. Breuer, November 4, 2010.

Å ñThere will be a coordinated and 
more proactive approach to going 
out and finding [FCPA violations].ò  
SEC Associate Director Cheryl 
Scarboro.  

http://www.sec.gov/images/news/press/scarboro.jpg
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New Rules of Engagement:  Dedicated 

Resources for FCPA Enforcement

ÅSpecialized nationwide SEC unit dedicated to FCPA 
enforcement.

ÅDOJ hires additional Trial Attorneys to investigate and 
prosecute FCPA violations.

ÅThe FBI creates FCPA squad dedicated to investigating  
FCPA violations.
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New Rules of Engagement:  SEC 

Cooperation Initiative for Individuals

Å Streamlined process for seeking immunity for cooperating 
individuals.

Å Oral assurances:  that Enforcement Staff does not anticipate 
recommending enforcement action based on current evidence.

Å Cooperation Agreements:  in which Staff agrees to recommend to 
Commission credit for cooperation.

Å Deferred Prosecution Agreements:  in which SEC agrees to forego 
an enforcement action if individual cooperates and satisfies certain 
conditions during period of deferred prosecution.

Å Non-Prosecution Agreements:  in which SEC agrees not to pursue 
an enforcement action in return for cooperation.
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New Rules of Engagement:  Dodd-Frank 

Whistleblower Rewards

ÅDodd-Frank creates significant monetary 
incentives for whistleblowers to report 
securities law violations to the SEC:
ïSEC ñshall payòmonetary awards of 10% to 30%

of monetary sanctions collected to whistleblowers:

Åwho provide ñoriginal informationò to the SEC

Åthat leads to a successful enforcement action and a 
recovery in excess of $1 million.

ÅñOriginal informationò means information derived from 
the independent knowledge or analysis of the 
whistleblower, which is not known to the SEC from 
any other source unless the whistleblower is the 
original source of the information, and is not 
exclusively derived from other public proceedings.

http://www.stopliberallies.com/wp-content/uploads/2010/10/frank-dodd.jpg
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New Rules of Engagement:  Dodd-

Frank Whistleblower Protections

ÅDodd-Frank creates enhanced protections for 

whistleblowers who provide information to the SEC or 

assist in any investigation or SEC action.

ïNo discharge, demotion, threat or harassment permitted.

ÅNo filing with the DOL required.

ÅSignificant remedies:  

ïReinstatement

ïtwice back pay with interest

ïlitigation costs (including experts and attorneyôs fees).
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New Rules of Engagement:  

Accelerated Enforcement

Å Practical Effects of the New Rules of Engagement
ïCooperators may significantly assist the SEC in accelerating pace of 

investigations.

ï Whistleblower rewards and protections may incentivize a wave of ñtipsò 
to the SEC.
ÅRewards can be substantial.

ÅSEC has already established a $451 million fund to pay whistleblowers.

ÅEffect of Qui Tam incentives on False Claims Act prosecutions reflect the 
power of monetary incentives to generate tips that lead to enforcement 
actions.

ï Significant risk that government may learn about allegations before the 
company or very soon thereafter.

ï In-house and outside counsel will have less time to assess the 
allegations, and decide whether voluntary disclosure is appropriate.

ï Wave of ñtipsò will include valid ñtips,ò and non-meritorious allegations by 
people with an axe to grind.

ïConducting effective and efficient internal FCPA investigations will be 
even more critical now.
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In House Counsel

Assemble the right 

team

Develop defense 

strategy

Self Disclosure

To the government?

Prevent further 

misconduct
Possible 

Whistleblower?

Defining the Scope

of the Investigation

Written 

Report?

Who will Conduct 

the Investigation?

Structuring the

investigation

Preservation of

documents

Public Disclosure 

Issues?

Independent 

Counsel Required?

The Center of the Firestorm:

The Issues

Assess the 

allegations

Data Privacy 

Issues
Maintaining  

Privilege
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Assess the Allegations 

to Develop Action Plan

Å Seriousness of allegations?

Å Widespread or isolated to a particular area?

Å How high are the allegations likely to reach?

Å Source of allegations
ï Anonymous?

ïWhistleblower?

ï Government Subpoena, Search Warrant or Inquiry?

Å Credibility of allegations?

Å Nature of compliance program?
ïRobust? Regular audits?  Due diligence procedures in place?  

Company-wide training?

Å Constantly revisit question of is self-disclosure advisable?
ïWhen?

Å Assure actions are swiftly taken to prevent any future foreseeable 
improper conduct.
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Immediately Preserve Documents and 

Electronic Records

ÅRecognize that the Government may later carefully 
scrutinize preservation efforts

ÅLitigation hold letters

ÅSeek forensic expertise early
ïForensic expert can assure all areas of responsive records are 

located and preserved

ïUtilize a forensic firm you know and trust

ÅIt is often much more expensive to correct errors after they are 
made

ÅEvidence spoliation can have drastic consequences

ÅConsider a firm that has document review tools as well as forensic 
capability

ÅInternational Data Privacy Issues
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Structuring the Investigation

ÅThe Government will expect an internal investigation to 
be thorough, balanced and conducted in a manner to 
discover the truth.
ïAn investigation that is viewed as a white-wash will do more 

harm than good.

ÅConsiderations in structuring investigation:
ïPervasiveness of alleged conduct?

ïHow high within the company are allegations likely to reach?

ïIs there likely to be an advice of counsel defense issue?

ïWho will have credibility with the government investigators?

ÅWho are the key constituencies investigating:  FBI, DOJ, USAO, 
SEC?
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Structuring the Investigation:  Who Will 

Investigate?  The Reporting Structure?

Å Independent Counsel or Regular Outside Counsel?
ïWhite collar partner of regular outside counsel:  

Åcost advantages and possible greater institutional knowledge of client

Åif there is higher level involvement, there may be serious credibility issues

ï Independent Counsel:
Åless institutional knowledge

Åhigher cost

Åadvantage of independence

Å Reporting Structure:  must report to a credible, untainted decision 
maker with sufficient authority:
ï Board of Directors?  Audit Committee?  Special Committee?

ï Compliance Officer?

ï General Counsel?

ï Management?
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Scope of the Investigation

Å Initially defined by:

ïnature of allegations received,

ïcontents of a subpoena informed by communications with the 
Government

ïor communications with the government in the case of an inquiry 
that is not proceeded by a subpoena.

Å If allegations point to failure of compliance program, consider 
broadening the scope.

ÅArtificially narrow investigation can work against the company, 
but cost also counsels against unnecessary overreaction.  

Å If self-disclosure will occur, consult with the government as 
early as practicable to discuss scope.
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Assemble the Team

ÅComputer forensic experts

ÅForensic accounting experts

ÅData privacy advisors

ÅInvestigative resources

ÅLocal international counsel
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International Data Privacy Issues

ÅGet qualified advice on relevant international data 

privacy laws early.

ÅE.U. and other countriesô data privacy laws can 

significantly affect:

ïData collection

ïData use, and

ïCross-border transfer.

ÅValidity of consent varies by country.

ÅGovernment will work with you on data privacy issues, 

but will not accept them as an excuse to not cooperate.
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Maintain the Privilege

ÅStructure the investigation to maintain the privilege.

ïApplicability of the attorney-client privilege to an internal 

investigation may turn on whether its principal purpose is to 

provide legal advice.

ïConsider extent of international recognition of applicability of the 

attorney-client privilege to in-house counsel.

ïConsider hiring consultants through law firm.

ïSeek Rule 502 agreement.

ïUpjohn warnings should be given.

ïRecognize privilege issues when making disclosures to the 

Government.  

ÅCase law leans towards rejection of selective waiver doctrine.
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Master the Facts

ÅMaster the documents and records

ïIncluding deleted documents and meta data retrieved 

by forensic experts

ÅFormal in-person interviews of all key witnesses

ïDocument preliminary disclosures and warnings

ïPrepare interview memoranda promptly

ÅInterviews of consultants and business partners

ÅForensic accounting examination
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Maintain Regular Communication with 

the Government

ÅRegulators and prosecutors want facts as soon 

as possible.

ÅA failure to communicate leads to 

misunderstandings and erodes credibility.

ÅAssure that self disclosure is thorough and 

accurate.

ÅShareholders are entitled to accurate and timely 

disclosure.

ïConsult disclosure counsel.
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Consider Early Remedial Measures

ÅDOJ Principles of Prosecution

ÅCriminal Sentencing Guidelines

ÅSECôs 21(a) Report on Voluntary 

Cooperation (Seaboard)

ÅSarbanes-Oxley Requirements

ÅConsult with international counsel 

concerning remediation issues for 

international employees
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Jonathan R. Barr 

Baker & Hostetler
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KEYS TO SUCCESS

SEC AND FCPA  AND ESI

John Stark, Managing Director
November 10, 2010



SEC:  Whatôs Going On . . . 



Restructuring: Five New Units



The FCPA Unit

http://www.hotelmule.com/batch.download.php?aid=2612
http://www.securitiesdocket.com/wp-content/uploads/2009/04/cross.jpg


How To Handle FCPA Data



Data Management Issues Are Much Broader and Integrate

eDiscovery, Compliance & Security

criminal misconduct,  security breach,  litigation,  employee 

complaints, ethics hotlines, receipt of a subpoena, 

whistleblowers, competitors and customers, 

shareholder demands, regulatory audits and inquiries,  

responding to governmental investigations

Multiple Trigger Points 

for Data Management



Not Just Relevant for Litigation and 

Investigations 

Also relevant For Intrusions, Account Takeovers, 

Malware, Phishing, Zombies, Malvertising  . . . 



During Investigation or Litigation

Need Unified, Holistic Approach

Legally Defensible Response Plan Combines People, 

Processes and Technology 

Failure to find all relevant evidence, preserve and 

authenticate relevant ESI, meet deadlines, document 

the process, to have a consistent workflow, 

unintentionally altering evidence, spoliation 



During Investigation or Litigation



First Step:  Determine Investigative 

Who, How & Scope



Start with Data Hold

When evidence destroyed pursuant to companyôs ñroutine, 

good-faith records management practicesò before 

receiving notice of likelihood of litigation, discovery 

sanctions typically not warranted . . . But watch out for 

ñoverwritingò of back-ups



Identify, Preserve and Analyze



Know Where Your Data is . . . 



Old Definition of 
άDocumentsέ

As used in this 

attachment, 

ñDocument[s]ò 

include: any 

information on 

regular, carbon or 

Xerox paper

FCPA Keys to Success: 

Powerful Data Organization/Collection


