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The Asset Management Industry

• In recent years, the SEC has become more focused on the 

$40 trillion asset management industry.  Why?  

– Madoff scandal (Ponzi scheme)

– Galleon Group LLC /Raj Rajaratnam (Insider Trading)

– Still mysterious “Flash Crash” and algorithmic trading

– Alleged preferential redemptions during the financial crisis

– Dodd-Frank Act (registration of hedge funds with over 

$100 million in assets under management)

– Belief that hedge funds had a role in the financial crisis (e.g., 

deleveraging, CDO managers, and “lack of transparency”)

– Regarding mutual funds, continued focus on 12b-1 fees, soft 

dollars, target date funds, and disclosures
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The Asset Management Unit
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Asset Management Unit Priorities

• SEC Enforcement Director Rob Khuzami:  

“In the asset management area, we must 

increase our understanding of issues related to 

valuation of illiquid portfolios, false performance 

claims, preferential redemptions and high-risk 

emerging products.” 
– Testimony of Robert Khuzami before the House Financial Services Committee, 

March 10, 2011.
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Enforcement – OCIE Interaction

• Close coordination with OCIE’s Problem Adviser 

Initiative, which Mr. Khuzami described as “a 

risk-based approach to detecting problematic 

investment advisers through ongoing due 

diligence reviews of advisers’ representations to 

investors related to their education, experience 

and past performance.” 
– Testimony of Robert Khuzami before the House Financial Services Committee, 

March 10, 2011.
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Asset Management Unit: 

Enforcement Cases (so far) in 2011

• SEC v. Juno Mother Earth Asset Management, et al.

(Mar. 2011) (allegedly misappropriating client assets, 

inflating assets under management, and filing false 

information with the SEC)

• SEC v. Lawrence R. Goldfarb and Baystar 17 Capital 

Management, LLC (Mar. 2011) (allegedly misappropriated 

“side pocketed" assets) 

• SEC v. Mark Anthony Longoria, et al. (Feb. 2011) (expert 

network case)

– http://www.cadwalader.com/assets/client_friend/122110

ExpertNetworksInsiderTrading.pdf
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Asset Management Unit: 

Enforcement Cases (so far) in 2011

• In the Matter of AXA Rosenberg Group LLC, et al.

(Feb. 2011) (disclosures of quantitative fund)

– http://www.cadwalader.com/assets/client_friend/021711

QuantitativeInvestmentModels.pdf

• In the Matter of Merrill Lynch, Pierce, Fenner & Smith, Inc., 

et al. (Jan. 2011) (allegedly misusing customer order 

information)

• In the Matter of Charles Schwab Investment Management, 

et al. (Jan. 2011) (allegedly making misleading statements 

regarding the Schwab YieldPlus Fund and failing to 

establish, maintain and enforce policies and procedures to 

prevent the misuse of material, nonpublic information) 
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Asset Management Unit: 

Focus on Hedge Funds

• SEC Enforcement Director Rob Khuzami 

recently explained:  “We're now doing things like 

canvassing all hedge funds for aberrational 

performance." 

• He defined “aberrational performance” as 

“anybody who is beating market indexes by 3 

percent and doing it on a steady basis.”
– Testimony of Robert Khuzami before the House Financial Services Committee, 

March 10, 2011.
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Asset Management: 

Potential Areas of Concern

• Insider Trading:  The use of expert networks; the 

use of alpha capture systems; compliance 

procedures and walls surrounding material, 

nonpublic information; and front running. 

• Market Manipulation:  Market manipulation 

through disseminating false rumors or marking 

the close in an attempt to inflate performance.
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Asset Management: 

Potential Areas of Concern

• Disclosures to Investors Regarding Performance 

and Valuation:  False or misleading performance 

information, misrepresentations concerning 

valuation of assets (e.g., illiquid and hard-to-

value assets), and concealing losses through 

improper use of side-pocket accounts.
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Asset Management: 

Potential Areas of Concern

• Disclosures to Investors Regarding Risks: 

Undisclosed or misleading material risks with 

models (e.g., quantitative funds), 

misrepresentations of due diligence conducted 

on investment decisions, or misrepresentations 

of asset diversification.
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Asset Management: 

Potential Areas of Concern

• Disclosures to Investors Regarding Conflict of 

Interest:  Undisclosed financial arrangements 

with affiliates, allocation of trades and 

investments between funds, management of 

separate accounts, personal investments by 

fund managers, and other undisclosed conflicts 

of interest (e.g., side-letter agreements providing 

preferential treatment to some investors, 

redemption priority).
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Asset Management: 

Potential Areas of Concern

• Custody of Assets:  Ponzi schemes, verification 

of assets, and self-dealing.

• Beneficial Ownership Reporting Obligations:  

Failure to comply with ownership reporting 

requirements pursuant to Sections 13 and 16 of 

the Exchange Act.

• Order Execution:  Improperly directing trades to 

certain broker-dealers, and failing to seek best 

execution.
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Presenter

Bradley J. Bondi, Partner

Cadwalader, Wickersham & Taft LLP

DC: +1 (202) 862-2314  NY: +1 (212) 504-6543

Brad Bondi is an experienced trial lawyer and SEC enforcement defense attorney.  

He represents companies and individuals at trial and on appeal in a wide range of 

complex civil and criminal matters, including SEC enforcement actions, securities 

and financial litigation, and commercial litigation.  In addition, he represents 

companies and individuals in grand jury investigations, Congressional inquiries, 

and internal investigations, and he counsels boards of directors and senior 

management of public companies and financial services firms on matters of 

corporate governance, securities and financial regulation, insider trading 

compliance, and crisis management.  He previously served on the Executive Staff 

at the Securities and Exchange Commission as counsel to SEC Commissioners 

Paul Atkins and Troy Paredes for enforcement matters.  He routinely advised 

on SEC enforcement matters and regularly interacted with SEC Enforcement staff 

in the home and regional offices. While at the SEC, he also served on the steering 

committee for the SEC's "Strategic Plan for Fiscal Years 2010-2015" and on 

several working groups related to enforcement initiatives.



ASSET MANAGEMENT FIRMS AND TECHNOLOGY:

PREPARING FOR THE SEC ONSLAUGHT

John Stark 
Managing Director and Deputy General Counsel

Washington D.C. Office of Stroz Friedberg



SEC:  What’s Going On . . . 



Reorganizing operations to 
emphasize IA examinations 

OCIE’s Renewed Focus on 

IT Infrastructure

SEC IT professional may even 
accompany examination team for 

on-site visits (or behind scenes 
providing advice) 

OCIE staff will use beefed-up SEC 
in-house forensics group to handle 
large data for examinations, which 
means that requests will be much 

broader and far more invasive



 Inability to capture, 
maintain, reproduce data on 
timely basis in user-friendly 
format;

 Poor monitoring/supervision 
of communications (emails, 
instant messaging and social 
networking sites) among 
traders, analysts and other 
employees;

Weak privacy protection of 
internal or outsourced data;

OCIE Looking For IT Red Flags



 Inadequate IT barriers to 
prevent unlawful insider 
trading, including deficient 
systems identifying and 
monitoring traders who 
use both proprietary and 
client accounts and have 
knowledge of customer-
pending orders;

Weak internal controls 
and protocols to handle 
identity theft;

OCIE Looking For IT Red Flags



Poor integration of IT, 
data management  after 
a merger, acquisition, 
etc.;

Compliance staff who 
lack a sophisticated 
understanding of IT; 

Poor electronic 
documentation of 
annual /periodic 
reviews;

OCIE Looking For IT Red Flags

Inadequate 
electronic records and 
systems relating to the 
supervision of outside 
business activities of 
registered persons; 
and

Too much cost 
cutting related to IT 
and compliance.



Data Breach, Intrusion and 

Identity Theft



We’re Not In Kansas Any More

“Why Anonymous is attacking Visa, Gawker, Amazon, 

Mastercard, and Paypal. And what will happen next…”

“HBGary E-mails: 
DuPont, Other Firms 
Hit In Aurora Attack”

“Anonymous Ready To Dump 
More HBGary E-mails, Launch 

AnonLeaks”
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What IAs Should Worry About . . . 

 State-sponsored & Industrial 
Espionage

Theft of Intellectual Property

Leaks of Confidential 
Information

Lost Laptops, Servers, Backup 
Tapes

Hacks, Unauthorized Access, 
Exceeding  Authorized Access

Cyber-extortion

DOS
27



Phishing (Where emails seemingly 
sent from legitimate organizations 
dupe users into surrendering PII) 

Techniques . . . 

Pharming (Where poisoned DNS 
servers seamlessly redirect user 
browsing activity to criminally 

controlled sites for PII harvests) 

IP Spoofing (Where hackers modify 
message packet headers to mirror 
trusted host IP addresses to access 

and harvest PII from corporate 
networks)



Dual Attack Vectors



New Pathways

Law 

Firms

Other 

Related 

Parties

Public 

Relations 

Firms



Intervention . . .



Implement external data 
protection protocols and 
systems that evidence a 
strong commitment to 

protect clients from 
identity theft 

Preemptive Strike

Draft protocol to preserve 
data and respond to any 
attack on customers’ PII



Privacy: Data Breach Notification



Leadership by 
Example

Security = 
1/Convenience

Lower Your 
Profile With 

Attackers

Culture of Security

C-Level Buy-In
Cross-

Disciplinary 
Teams

Integration of 
Physical and IT



1. Rapidly respond to remediate 
existing vulnerabilities and 

implement processes designed to 
proactively prevent future theft; 

If Hacked . . . 

2. Employ suspect identification 
analysis, including packet header 

analysis, anomalous Domain Name 
System pattern detection and the 

use of other robust Internet 
investigative methodologies; 



If Hacked . . . 

4. Initiate a post-incident IT 
infrastructure security review, 
design security applications to 

detect new intruders or 
anomalies, and warn customers 

of potential security risks and 
vulnerabilities.

3. Employ network and systems 
analysis to define the universe of 
PII victims and the extent of PII 

stolen; and



Prevention



“Failure to adopt policies and 
procedures reasonably designed 

to insure the security and 
confidentiality of customer 

information” is big OCIE concern

Privacy Concerns . . . 

ID theft causes lost revenue, 
productivity, reputational value, 

good will among investors

$$ to cover lost customers, 
forensic damage assessments, 
individual notifications, fines, 

credit monitoring services 

http://3.bp.blogspot.com/_Gc5my9wZI80/SYCF1sC2pHI/AAAAAAAAANU/2cqI_Jpbiu0/s1600-h/privacy.jpg


Bad Leavers and 

Bad Stayers



1. Monitor, supervise and 
warehouse electronic 
communications of traders, 
analysts, etc. (including emails, 
instant messages and social 
networking sites)

Preemptive Strike

2. Construct meaningful and 
effective whistleblower programs 
and policies, to prevent a small 
inquiry from turning into an 
arguably retaliatory investigation



Forensic Analysis . . . 

 Signs of mass copying, 

burning, connectivity of 

removable media

 # of login attempts/successes 

Wiping utility? Artifacts? 

Time stamp manipulation?

 E.g. Recovered stolen server, 

can show when powered on, 

powered down, # of logons and 

attempted logons



Forensic Analysis . . . 

Windows shell bag is 

part of the registry 

 Tracks open windows 

as users click around 

folders and windows 

open up 

 Information can show 

what data had been 

accessed (perhaps 

compromised?) by 

watching the footprints 



If not recovered, 

assess damage, 

determine 

notification 

responsibilities

Bad Leaver Steals Laptop

Can locate back-ups 

and identify media 

potentially exposed 

 Database forensics –

to identify lost PII

 Review email 

systems and see what 

was emailed to bad 

leaver

Develop methodical 

investigative 

process, best to 

defend process then 

defend doing 

nothing



Data Chaos



Data Chaos . . . 

Unruly/disorganized data or even failing to 

produce one responsive document can transform 

minor SEC examinations into

SEC Enforcement referrals

Typical SEC definition of ‘‘documents’’ is 

extraordinarily broad, complicated & confusing



Companies Don’t Know What 

They Don’t Have . . .

Data Chaos . . . 
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Policies and Procedures relating to 
electronic records or information

Typical SEC Requests . . . 

Systems used to 
warehouse ESI 

identification of any 
external data storage 
or backup systems or 

devices

List of search terms 
and phrases used to 
review and gather 

ESI and lists of 
archives, email 

servers, etc. 



1. Assess efficacy /efficiency of 
current data handling practices 

Preemptive Strike

2. “Map’’ data by function & 
location, implement data 
warehousing geared towards 
regulatory response

3. Make SEC report submissions & 
responses detailed, accurate, compelling 
- less likely to spark costly regulatory 
questions, concerns or even deficiencies



Data Management Issues Are Much Broader and Integrate

eDiscovery, Compliance & Security

criminal misconduct,  security breach,  litigation,  employee 

complaints, ethics hotlines, receipt of a subpoena, 

whistleblowers, competitors and customers, 

shareholder demands, regulatory audits and inquiries,  

malware infection, data breach, privacy issue

Multiple Trigger Points 

for Data Management
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IA 21ST Century Needs



John Stark, Managing Director & Deputy General Counsel
1150 Connecticut Avenue N.W., 7th Floor
Washington, DC
202.464.5800
Jstark@Strozfriedberg.com



Questions?



Thank You
for Attending This Webcast


