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FCPA Enforcement Update
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Monetary FCPA Settlements Continue to Rise
Eight of the top ten monetary settlements in FCPA history were in 2010 or 2011

Siemens (2008)

$800

KBR/Halliburton (2009)

$579

BAE* (2010)

$400

Snamprogetti Netherlands B.V./ENI S.p.A. (2010)

$365

Technip S.A. (2010)

$338

JGC Corp. (2011)

$219

Daimler AG (2010)

$185

Alcatel-Lucent (2010)
Magyar Telekom/Deutsch Telecom (2011)
Panalpina (2010)

(in millions)

$137
$95
$82

* Includes the BAE Systems prosecution, which involved
international bribery but did not include any FCPA charges.
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FCPA Enforcement Actions Against Corporations and
Individuals (2006- Feb. 2012)
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FCPA Enforcement: A DOJ and SEC Priority
“FCPA enforcement matters. When U.S. businesspersons, foreign
executives, and even foreign officials know that they risk liability under
the FCPA and related statutes, behavior changes.”
— Lanny Breuer, Assistant Attorney General, DOJ Criminal Division
(May 25, 2011)

“Continued strong enforcement of the FCPA sends the message that
American companies operating abroad will not pay bribes as a ‘cost of
doing business.’ The deterrence message of the Commission’s FCPA
enforcement program incentivizes companies to self-assess and update
their compliance and internal controls – all of which benefits companies’
operations overall and provides greater transparency to investors.”
— Mary Schapiro, Chairman, U.S. Securities and Exchange Commission
(Sept. 23, 2011)
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FCPA Trends to Watch in 2012
1.

FCPA + Antitrust, Export Controls, Money Laundering, Travel Act
–

Bridgestone (Sept. 2011): FCPA & Sherman Act  $28 million fine, 80% of
which was for the FCPA violation. The Antitrust Division referred the case to
DOJ’s Fraud Section.

–

Innospec (March 2010): FCPA & Cuba Embargo/OFAC  $27.5 million

•

In Sept. 2011, Innospec settled a suit alleging violations of state and
federal anti-competitive conduct laws for $45 million based on the facts
in the guilty plea.

–

The Travel Act (18 U.S.C. § 1952) prohibits travels between states or
countries or use of the mail to further any activity that violates state or federal
laws, including state commercial bribery laws. DOJ uses the Travel Act to
prosecute commercial bribery. (E.g., Control Components Inc.,
Nexus/Nguyen).

–

Money laundering charges permit DOJ to prosecute foreign officials—bribetakers—plus various intermediaries and third-party agents that are otherwise
beyond the reach of the FCPA. (E.g., Haiti Teleco, Siriwan).
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What Does This Mean for Compliance?
Coordinated Compliance
•

Merging/syncing disparate compliance
programs, e.g., anti-money-laundering
(“AML”), antitrust, anti-corruption, and
export controls.

•

Improper payments can further
international bid-rigging conspiracies.
AML controls and compliance audits
can detect both.

•

Strong international cooperation in the
antitrust area as well as anti-bribery
means that if regulators are
cooperating, your compliance programs
should be too.

– E.g., the U.S. and China signed an
MOU for antitrust cooperation on
July 27, 2011.

“The leveraging of anti-money
laundering monitoring processes to
address bribery risks should be
considered when developing an effective
approach to monitoring for bribery.”
— Wolfsberg Anti-Corruption Guidance
(August 2011)
“Companies and executives that pay
bribes often rely on loose controls and
poor accounting, which promote
corporate instability and permit other
crimes, such as embezzlement and
antitrust violations.”
— Greg Andres, DAAG, DOJ Criminal
Division (June 14, 2011)

<Presentation Title/Client Name>14

FCPA Trends to Watch in 2012
2.

Industry-based Enforcement Focus Continues
– Oil and oil-services industry
– Medical device and pharmaceutical industries
– Military and law enforcement products industry
– Telecom and technology industries
Recent enforcement targets
– Financial services/insurance firms and
sovereign wealth funds

Note the FBI’s stated targets (as of June 2011)
– Aerospace firms and state-owned airlines
– Brazil’s 2014 Soccer World Cup and 2016 Olympics
– Reopening of South Sudan’s oil fields

Common Risks
• Reliance on 3rd parties
• State-owned
enterprises as
customers and partners
• “Showcase” events to
maximize investigatory
resources
• Cooperation with local
governments (permits,
licenses, etc.)

“If a market competitor has an FCPA problem, rather than opening up a
champagne bottle, you should be asking yourself: ‘Are we using the same agent,
operating in the same country, following the same business model?’”
—Charles Duross, Head of DOJ’s FCPA Unit (Nov. 8, 2011)

<Presentation Title/Client Name>15

FCPA Trends to Watch in 2012
3.

4.

Self-Monitoring Replaces External Monitors
– From 2004 to 2010: External compliance monitors
required in more than 40% of FCPA corporate
settlements.
– In 2011, only 1 of 11 (9%) FCPA settlements required
an independent monitor (JGC Corp.). It was the
largest FCPA settlement in 2011 and the 6th largest of
all time. Every other DOJ FCPA settlement in 2011
included a self-monitoring/reporting requirement.
Continuing Efforts to Amend the FCPA
– Expand: Private right of action, mandatory debarment
provisions, and as a RICO predicate.
– Reform: Adequate compliance defense for
corporations, adopt formal corporate leniency
program, define “foreign official” and
“instrumentality,” limit parent and successor liability,
etc.
– DOJ is expected to release a revised “Lay Person’s
Guide to the FCPA” with “useful,” “detailed,” and
“transparent” guidance.

Monitors are most often
required for companies
with a pervasive culture
of corruption or where
internal compliance
controls were absent.

<Presentation Title/Client Name>16

Insight from FCPA Trials
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Recap of Recent FCPA Trials
•

•

The lessons from these trials should
inform corporate compliance
programs, the scope and focus of
corporate internal investigations,
corporate voluntary disclosure
decisions, and individuals’ settlement
calculations.
Recent FCPA trials underscore
difficulty in prosecuting individuals.
– O’Shea Acquittal/Dismissal
– ShotShow Acquittals/Dismissals
– Lindsey Manufacturing Reversal

•

Nevertheless, DOJ has a strong record
at trial and recently obtained a 15-year
sentence.
– Haiti Teleco Conviction
– Bourke Appeal Win
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(2010-Feb. 2012) (in months)
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Convictions also carry hefty financial penalties:
J. Tesler ($149 million); A. Stanley ($10.8 million)
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O’Shea Trial (2012)
Background
• In 2010, industrial company ABB
Ltd. pled guilty to FCPA charges
arising from bribes paid to employees
of the state-owned Mexican utility
company Comisión Federal de
Electricidad (CFE).
• John O’Shea, a general manager and
vice president at ABB, also was
indicted for his alleged role in the
payment scheme.
• At O’Shea’s trial, the government’s
cooperating witness was ABB’s local
representative in Mexico. He had
pled guilty to acting as ABB’s
middleman to funnel bribes between
O’Shea and CFE employees.
• At the close of the government’s case,
District Judge Lynn Hughes granted
O’Shea’s motion for acquittal on the
substantive FCPA charges. DOJ
subsequently dismissed the pending
conspiracy and money-laundering
charges.

Judge Hughes’s Ruling
• Failure to prove payments reached foreign officials:
– “While the Government does not have to trace a
particular dollar to a particular pocket of a particular
official, it has to connect the payment to a
particular official, that the funds made [it,] under
his authority, to a foreign official, who can be
identified . . . with no reasonable doubt.”
• Inadequate evidence and witnesses:
– “[T]he principal witness against Mr. O’Shea . . .
knows almost nothing. His answers were abstract
and vague, generally relating gossip.”
– “We have considerable non-production [by] the
Government [of] records and [witnesses].” The
financial records produced by the Government were
“modest in their extent and inconclusive in their
reach.”
• Skepticism that the cooperator’s business was a mere shell
entity used to funnel bribes.
– “It’s a fact that the [cooperator] had a business. …
Responsibilities are ill-defined sometimes, but the
Government has not produced evidence [to]
conclude beyond a reasonable doubt that the
[cooperator’s] only business was paying bribes or
the business [he] did for ABB was only paying
bribes.”
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Sting Prosecutions (2011-2012)
Background
• In January 2010, 22 military-products
executives were arrested for allegedly
agreeing to pay “commissions” to
Gabon’s Minister of Defense (MOD)
in exchange for contracts to equip that
country’s presidential guard.
• But the deal was a sting, using an
undercover FBI agent as a fictitious
intermediary—no actual contracts
ever existed.
• The sting involved a cooperating
witness who obtained the other
executives’ alleged agreement to pay
a 20% “commission” to the FBI
informant/fictitious middleman, to be
passed on to the MOD.
• After two trials of ten total
defendants, the jury acquitted two
defendants, hung on seven others.
The tenth defendant was acquitted
when the judge dismissed the sole
conspiracy count against him.
• DOJ dismissed the entire case on
February 21, 2012.

Intent Questions and Key Evidentiary Rulings
• The defendants’ intent was a central question, and the
jury reportedly was unwilling to convict on “vague
language.” The words “bribe” or “kickback” were never
used in the sting, so the jury was left to question whether
the defendants understood that the commissions were
bribes.
• Judge Leon refused to admit government evidence alleging
prior, uncharged corrupt deals and other damaging tapes.
– The tapes revealed certain defendants speaking about
how agents can use “commissions” for corrupt
purposes: e.g., “And you know, you pay the agents.
What agents do with their money, [that’s] between
him and his god.”
Other Issues Also Challenged Prosecutors at Trial
• In the hands of the jury, the case reportedly turned as much
on witness credibility and the fairness of the sting
operation itself as on stark legal concepts.
• The jury soured on the government’s cooperating witness,
who testified that he had a $15,000 monthly cocaine habit,
frequented prostitutes, and pled guilty to an unrelated
FCPA charge. He also exchanged racy and vulgar text
messages with his FBI handlers. The jury foreman stated,
“We found the government witnesses to have little
credibility.”
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The Lindsey Trial (2011)
Background
• In May 2011, a jury convicted Lindsey
Manufacturing Company’s CEO and CFO
of FCPA charges alleging they paid inflated
commissions to company agents knowing
that the agents would pass the commissions
to officials at the state-owned Mexican
utility company Comisión Federal de
Electricidad (CFE) in return for steering
contracts to the company.
• Post-verdict, District Judge A. Howard
Matz threw out the convictions on grounds
of prosecutorial misconduct.
• The key issue arose when the government
notified Judge Matz that it had not given
the defendants the transcript from one of
the FBI case agent’s appearances before the
grand jury. The government claimed that
the omission was an oversight, but the
missing testimony revealed that the FBI
agent made significant misstatements
concerning the evidence against the
defendants.

Analysis
• Much like in the O’Shea case, Judge Matz
observed that the government did not tie the
money to any CFE officials: “[T]here was
no clear evidence that if [the agents]
bribed [the CFE officials] it was with
[Lindsey Manufacturing’s] funds.”
• As in the sting prosecution, intent is a
crucial issue: Judge Matz wrote that no
direct evidence existed that the
defendants knew the funds they paid to
their agents as commissions would be
passed to CFE officials as bribes (e.g., no
oral admissions, no writings, and very little
evidence of furtive conduct).

<Presentation Title/Client Name>21

Noteworthy Legal Developments
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FCPA Trials Interpret the Term “Foreign Official”
•

•

In 2011, two trial courts addressed the definition
of “foreign official” as applied to employees of
foreign state-owned enterprises (“SOEs”).
The courts ruled that employees of SOEs could
qualify as foreign officials in some
circumstances.
– Lindsey Manufacturing: despite
“inconclusive” legislative history, the court
found that employees of a Mexican stateowned electric utility (CFE) were “foreign
officials.”
– Control Components: whether employees
of an SOE qualify as foreign officials under
the FCPA is a question of fact, shifting the
battle to the jury instructions.

The courts articulated different factors to determine
the SOE’s status:
• The circumstances surrounding the entity’s
creation.
• Whether the key officers and directors are, or
were appointed by, government officials.
• The extent to which the entity is owned by,
controlled by, and/or financed by government
sources.
• Whether the entity is characterized as or is
understood to perform public functions.
• Whether the entity exercises controlling power
to administer its designated functions.
• The entity’s obligations and privileges under the
foreign state’s law.

“[A] mere monetary investment in [an SOE] by the government may not be sufficient to transform that entity into a
governmental instrumentality. But when . . . additional factors [arise] that objectively indicate the entity is being used as
an instrument to carry out governmental objectives, that business entity would qualify as a governmental instrumentality.”
— James Selna, U.S. District Court Judge (May 18, 2011)
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“Willful Blindness” under the FCPA and UKBA
Bourke Conviction
In December 2011, the U.S. Court of Appeals for the Second Circuit upheld the
FCPA conviction of Frederic Bourke under a willful blindness theory.
• The jury instruction explained that “knowledge may be established when a
person is aware of a high probability of its existence, and consciously and
intentionally avoided confirming that fact.”
• The Second Circuit concluded that “[t]aken together, a rational juror could
conclude that Bourke deliberately avoided confirming his suspicions that [his
business partners] may be paying bribes.”
Global-Tech Appliances, Inc. v. SEB S.A.
In May, in a civil patent case, the U.S. Supreme Court explained that willful
blindness requires “deliberate actions to avoid confirming a high probability of
wrongdoing”—not omissions alone—to avoid finding liability on the grounds of
recklessness or negligence:
 Future FCPA cases will resolve the degree of “deliberate action” necessary
to satisfy the willful blindness threshold under the FCPA.
UK Bribery Act (UKBA)
For comparison, under the UK Bribery Act, senior corporate officers who
“consented or connived” in violations can be held personally liable for such
offense.
• The Director of UK’s Serious Fraud Office stated that if corporate officers
“turn a blind eye [to bribery], that is connivance.” Commentators are calling
this a recklessness standard.

“We think these
requirements give
willful blindness an
appropriately limited
scope that surpasses
recklessness and
negligence.”
— U.S. Supreme Court
in Global-Tech
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Collateral Consequences of FCPA
Enforcement Actions
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Collateral Consequences—Risks Are Growing
Tag-along civil suits following the disclosure of
FCPA investigations are increasing:
• Suits generally are (1) shareholder class
actions alleging inadequate disclosure of
FCPA risks and/or (2) derivative actions
alleging that the company’s directors and
officers failed to prevent bribery
• Civil settlements can cost much more than
DOJ/SEC resolutions: Nature’s Sunshine
Products (10x more); Syncor Int’l (6.2x
more); Faro Tech. (2.3x more)
FCPA investigations/settlements carry other
business risks:
• Expensive internal investigations
• Delays in resolving matters can
frustrate/distract management and
shareholders alike
• Suspension or debarment from public sector
and/or development bank work
• Credit downgrades for financially strained
companies with FCPA issues
• Reputational harm

But solutions exist:
• Courts recognize compliance programs as a
defense to civil suits. (See Dow Chem. Co.
Deriv. Litig., Civ. Action No. 4349-CC (Del.
Ch., Jan. 11, 2010))
• FCPA investigation insurance is available
• Properly scope FCPA investigations, in
cooperation with prosecutors

Compliance steps to take today:
• Review regulatory filings for regulatory risk
factor disclosures related to anti-corruption
issues and compliance
• Include compliance topics as standing
agenda item in Board and management
meetings
• Consider risk-based continuous monitoring
and/or recurring operational audits
• Draft internal investigation protocols to
maximize legal privileges
• Carefully consider ramifications of press
releases and disclosures
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Collateral Civil Litigation—SciClone Case Study
An unusual example of a company settling a securities fraud class action suit
before resolving an ongoing FCPA investigation with SEC and DOJ.
• In August 2010, SciClone Pharmaceuticals, Inc. disclosed in SEC filings
that the SEC and DOJ had initiated a formal investigation of alleged FCPA
violations in China.

• Less than 100 hours later, plaintiffs filed a civil securities fraud class action
against SciClone quoting directly from the SEC disclosure.
• In December 2011, the court granted final approval of a settlement
agreement in the class action under which SciClone will pay $2.5 million in
attorneys’ fees and will implement extensive and detailed enhancements to
its compliance program, including retention of a “compliance coordinator”
fluent in Mandarin and English with a direct reporting line to the Audit
Committee to oversee the enhanced program.
This settlement, unusual for its timing and conditions, will likely put SciClone
in a better negotiating position with the government, as the company now has a
legal duty to implement reforms similar to those that DOJ demands.
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Collateral Civil Litigation—Innospec Case Study
The first example of a competitor winning compensation on an unfair
competition theory following alleged FCPA violations.
• In March 2010, Innospec, Inc. and its subsidiary pled guilty to corruption
charges and entered into a $38 million global settlement with DOJ, the
SEC, and the UK’s Serious Fraud Office (SFO).
• In July 2010, NewMarket Corp., Innospec’s competitor, filed suit in
Virginia alleging that Innospec conspired to restrain trade in violation of
federal and state laws by bribing Indonesian and Iraqi government officials
to favor Innospec’s products over its own.
• In September 2011, Innospec settled with NewMarket for $45 million.
Significantly,
– NewMarket’s complaint was a near facsimile of the Innospec plea
agreement and attached the global settlement documents.
– The first paragraph of the complaint stated, “This action arises from
Innospec’s guilty pleas . . . .”
This settlement further underscores the collateral risks of civil litigation arising
from FCPA enforcement actions.
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International Anti-Corruption
Enforcement
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International Anti-Corruption Trends
Global enforcement increasing, but uncoordinated
• Seven OECD countries rank as active enforcers of the Anti-Bribery Convention:
Denmark, Germany, Italy, Norway, Switzerland, the UK and the US.
• Extensive cooperation now occurs between countries on anti-corruption enforcement
cases. E.g., the December 2011 DOJ/SEC Magyar Telekom and Deutsche Telecom
settlements credit cooperation from authorities in Hungary and Macedonia.
• Limited international double jeopardy rules  companies risk multiple,
uncoordinated enforcement actions over many years and “carbon copy” actions
following FCPA settlements (e.g., in Nigeria and Costa Rica).
UK Bribery Act (UKBA) in effect
• The UK is stepping up enforcement under the UKBA and prior laws, including
charges against the former CEO of a state-owned aluminum company and two
global insurance companies.
• Corporations should scrutinize certain areas to ensure UKBA
compliance, including (1) promotional expenditures,
(2) facilitating payments, and (3) adequate procedures guidance.
• In 2012, look for increased usage of deferred prosecution agreements to resolve
cases. Also, all three UK white-collar crime enforcement agencies (Financial
Services Authority, Office of Fair Trading, and SFO) are expected to have new
leadership, and reorganizations are planned.
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International Anti-Corruption Trends
Germany
• Industrial company Ferrostaal AG and two managers were charged by the Munich
Public Prosecutor’s Office (PPO) with bribery surrounding the sale of submarines to
Greece and Portugal. Based on the results of a global internal investigation, the
Munich court facilitated a settlement of €139.9 million based on insufficient evidence
of wrongdoing, down from the PPO’s proposed €277 million.
• In close cooperation with the Munich PPO, industrial company Linde AG selfreported potential improper conduct, resulting in a quick settlement with prosecutors
totaling €35 million.
Switzerland
• In November 2011, Swiss authorities settled corruption allegations with French
engineering giant Alstom SA for nearly $43 million following a two-year
investigation touching at least 15 countries.
• On February 22, the World Bank debarred two units of Alstom for improper payments
related to a Zambian hydropower project and sought restitution of $9.5 million.
Other EU Developments
EU lawmakers adopt gift limit of €150, providing a useful high-end limit
for corporate business hospitality expenses. C (2011) 2904, ¶ 1.11
EU and other countries’ data protection laws may create conflicting legal
obligations and limit a corporation’s ability to investigate issues quickly and
efficiently.
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International Anti-Corruption Trends
China embracing anti-corruption enforcement
•

A new bribery law was adopted on May 1, 2011.

•

Chinese regulators have since met with US regulators
to facilitate cooperation.

“Fighting against transnational bribery is . . . an area
that holds good prospects for
U.S.-China cooperation.”
—Cameron Kerry, General
Counsel, Dep’t of Commerce
(Aug. 1, 2011)

Russia moves forward with anti-corruption and anti-money laundering measures

•

On February 1, 2012, Russia signed the OECD’s Anti-Bribery Convention. Last
year, Russia enacted a law criminalizing foreign bribery and passed new anti-money
laundering compliance requirements, including suspicious transaction reporting
rules. In January 2012, President Medvedev created a task force to target illicit
financial transactions.

Other countries embrace anti-corruption
•

Nine OECD countries are ranked as moderate enforcers of OECD’s bribery
convention: Argentina, Belgium, Finland, France, Japan, the Netherlands, South
Korea, Spain and Sweden.

•

Australia, Canada, and South Korea initiated enforcement actions in 2011—some of
their first.

•

Foreign bribery laws are being drafted in many foreign countries.
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Focus: Third-Party Risks and
Risk-Based Due Diligence

“Third party partners are the number one risk area for companies.”
—Charles Duross, Head of DOJ’s FCPA Unit (Sept. 27, 2011)
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Third-Party Risks—Consultants
85 to 90% of recent corruption enforcement actions involve corrupt payments made by intermediaries:
agents, consultants, distributors, resellers, systems integrators, and vendors

• According to its DOJ settlement, Alcatel-Lucent’s subsidiaries allegedly
hired third-party “consultants” with no experience to funnel over $8 million
to foreign government officials in exchange for contracts worth over $300
million.
–  $137 million in fines and penalties.
– “De-centralized business structure and [third-party] approval process
permitted corruption to occur.” Information, ¶ 29.
• According to its SEC settlement, Armor Holdings participated in an alleged
bribery scheme to obtain contracts to supply body armor to the UN where
its UK subsidiary wired at least 92 payments to an intermediary under a
“consulting agreement,” portions of which were forwarded to a UN
procurement official.
–  $16 million in fines and penalties.
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Third-Party Risks—Distributors/Resellers
As part of its $22.2 million FCPA settlement with DOJ and
the SEC, medical equipment manufacturer Smith & Nephew, Inc.
(S&N) allegedly used Greek distributors to make payments to Greek
healthcare providers.
•

S&N sold goods to distributors at “full list price,” but then paid the customary
distributor discount of 25%-40% into a UK-domiciled “off-shore shell company”
controlled by the distributor.

•

The distributor used the fund to make “off-the-books” cash incentive payments to
Greek healthcare officials to buy S&N’s products.

•

S&N recorded the payments as “marketing services” to “conceal the true nature of
the payments.”

Compliance Take-aways:
• Distributor domiciled in a country other than the one where it delivered the
products.
• Use of shell companies that allegedly did not perform any services.
• Excessive commissions of 25%-40% reflect questionable sales margins.

• Sales to distributor at “full list price” rather than a lower wholesale price.
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Third-Party Risks—Sales Agents
Battery- and electronics-maker Maxwell Technologies settled FCPA
allegations with DOJ and the SEC, agreeing to pay nearly $14 million,
for improper payments to Chinese state-owned enterprises (SOEs) made
through its China-based sales agent.
• Court records indicate that from 2002-2009, the agent requested quotes from Maxwell for
the SOEs, but instructed Maxwell to add an “extra” 20% to the quote, which was passed
on to the SOEs. The agent used the extra funds to make payments to the SOE personnel.
• The agent’s invoices classified these costs as “extra amount” or “special arrangement” fees.
• Although known by top company management as early as 2002, the payments continued
until a new CEO learned about the payments, triggering an internal investigation and
subsequent disclosure to prosecutors.
Compliance Take-aways:
• Leadership and “tone from the top” matters.
• Finance personnel should act as gatekeepers and scrutinize invoices and question unclear
fees. The government described Maxwell’s internal FCPA controls as “wholly
inadequate,” such as its
– failure to question why contract prices were above bid prices;
– failure to request supporting documentation for invoices or track where commission
payments were ultimately distributed; and
– failure to perform due diligence on agents.
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Third Party Anti-Corruption
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Focus: Establishing and Updating
an Effective Anti-Corruption
Compliance Program

A Roadmap to Compliance

39

39
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Key Elements of an Effective Anti-Corruption
Compliance Program
1.

Bribery and Corruption Risk Assessment

•

Conduct a comprehensive review of the
organization and assess the potential corruption
risks associated with its products and services,
customers, third-party business partners and
geographic locations in which it operates.

•

The risk assessment can serve as the documented
rationale for the compliance program.

2.

System of Policies and Procedures

DOJ’s risk assessment guidance
from recent settlements:
• Geographical organization
• Government touchpoints
• Industrial sector
• Joint ventures
• Licensing and permits
• Contact with customs and
immigration

•

Draft a clearly articulated policy against corruption that enforces a tone of
compliance from the board and management.

•

Establish procedures and processes that clearly set forth permitted and prohibited
conduct, supervisory and compliance approvals for certain conduct and
documentation of such approvals.
“An effective compliance culture identifies and confronts employees, business units or business functions that have an
orientation toward walking close to the line and keeps them well within the boundaries.”
—Lorin L. Reisner, former Deputy Director of the SEC’s Division of Enforcement and current Chief of S.D.N.Y.’s
Criminal Division (Oct. 31, 2011)
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Key Elements of an Effective Anti-Corruption Compliance Program
CCO Reporting Relationships
•

•

•

Companies appoint Chief Compliance
Officers (“CCOs”) to implement compliance
principles, identify and respond to risks,
oversee day-to-day compliance activities,
and relay compliance issues to the CEO and
the Board.
The CCO role may be structured in multiple
ways:
– CCO is independent of the general
counsel and CFO and reports directly to
the CEO and Board;
– General counsel also is the CCO; or
– CCO reports to the general counsel and
the CFO.
But a recent trend in numerous U.S.
Department of Health and Human Services
Corporate Integrity Agreements exists
mandating that CCOs “shall be a member of
senior management” and shall report directly
to the CEO and on a dotted line to the Board.
The agreements set forth that CCOs shall not
“be, or be subordinate to, the general counsel
or chief financial officer.”

Board

CEO

GC/CFO

CCO
“The Chief Compliance Officer shall be a member of senior
management of Universal American, shall report directly to
the Chief Executive Officer of Universal American, shall
make periodic (at least quarterly) reports regarding
compliance matters directly to the Board of Directors (or a
Committee of the Board with direct responsibility for
overseeing compliance-related matters) of Universal
American, and shall be permitted to report on such matters to
the Board of Directors or Compliance Committee at any time.
The Chief Compliance Officer shall not be subordinate to the
General Counsel or Chief Financial Officer.” (Universal
American Corp. Corporate Integrity Agreement, Sept. 2011)
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Key Elements of an Effective Anti-Corruption
Compliance Program
3.

Internal Financial Controls System

•

Develop, document and maintain a system of internal financial controls to ensure that
all payments are accurately recorded in the organization’s books and records in
accordance with applicable regulatory requirements.

•

Special attention should be paid to those areas which may directly affect the anticorruption compliance program: procurement, onboarding of vendors, agents,
consultants and other third-party business payees and gifts and entertainment.

4.

Risk-Based Third-Party Due Diligence

•

Develop, document and maintain an investigative due diligence protocol that will
assess the potential corruption risks associated with third parties such as vendors,
consultants, suppliers, agents and joint venture partners.

•

The nature and extent of the investigative due diligence should be based on the third
party’s risk profile.

•

The protocol should set forth the remedial steps that may be taken for those parties
that represent an elevated risk of corruption, including, but not limited to escalated
due diligence or the termination of the relationship.
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Key Elements of an Effective Anti-Corruption
Compliance Program
5.

Compliance Monitoring Program

• Develop and document processes and/or controls to periodically assess the
effectiveness of the compliance program and potential vulnerabilities and
monitor for employee compliance.
• Such processes may include periodic testing and validation, review of
available metrics and design of self-assessment forms and exercises.
• Senior management involvement in the compliance program is essential.
6.

Training

• Develop training materials that clearly and concisely interpret applicable
legal, regulatory, policy and procedural requirements, as well as the possible
ramifications associated with non-compliance. The training materials
should be reviewed periodically to ensure their continued adequacy.
• Training should be provided regularly to senior management and key
compliance and business personnel.
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Key Elements of an Effective Anti-Corruption
Compliance Program
7.

Whistleblower Allegations and Investigations

• Develop and maintain a system for receiving complaints containing
allegations of corruption as well as a system to investigate such allegations
and document the actions taken with respect to such complaints and
investigations.
“If something doesn’t look right and can’t be explained to your satisfaction in a simple and straightforward way, it is usually a danger sign.”
—Lorin L. Reisner, former Deputy Director of the SEC’s Division of Enforcement and current Chief of
S.D.N.Y.’s Criminal Division (Oct. 31, 2011)

8.

Compliance with Local Regulatory Requirements

• Multi-national organizations should be aware of local anti-corruption
regulations in the various jurisdictions in which they operate and ensure
that their compliance programs address such requirements.
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